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SECTION 1

SMS Strategy by Health Program Type

Designing PHI-minimized reward delivery for wellness, Medicaid, Medicare, and behavioral health
programs

45% 6X $210M 3

of Medicaid members lack higher engagement via SMS  largest TCPA verdict (Dish regulatory layers HIPAA +
reliable email vs. emalil Network, 2023) TCPA + state

Why SMS Matters for Health Incentive Programs

Health and wellness incentive programs face a communication paradox: the populations that benefit most from
reward notifications — Medicaid beneficiaries, justice-involved individuals, behavioral health participants — are
the least likely to have reliable email access. SMS reaches these participants where they are, with open rates
approaching 98% compared to roughly 20% for email. But the regulatory environment for SMS in healthcare is
complex, spanning HIPAA, TCPA, and an expanding web of state consumer health data privacy laws.

The question is not whether to add SMS — it is how to add SMS with architecture that is defensible, compliant,
and operationally sustainable. This guide provides that architecture.

The PHI-Minimization Principle

The single most important design decision for SMS in health programs is what goes in the message. HIPAA
does not ban SMS; it requires adequate protection for Protected Health Information in transit. Standard SMS
transmits in plain text without encryption, making it unsuitable for PHI. The solution is not to encrypt SMS
(which standard carrier networks cannot do) — it is to ensure the message contains no PHI.

« Compliant message: "Your Holon Health reward is ready — tap to claim." (No PHI; reward detail behind
authenticated link)

* Non-compliant message: "Your $50 Visa reward for completing your diabetes screening is ready." (Contains
health condition + financial detail = PHI)

» Design rule: SMS is the notification; the Marketplace portal is the content. All sensitive detail resides behind
authentication, not in the message body.

» Template governance: Pre-approved templates only. Changes require written approval from the platform
provider to prevent PHI drift.

SMS Strategy by Program Type

Different health program types have different SMS risk profiles and design considerations.
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Program Type

SMS Use Case

PHI Risk
Level

Consent Layer

All Digital Rewards

Key Regulatory

Wellness / Step
Challenges

Medicaid Incentive

Medicare
Advantage

Behavioral Health

Employee Benefits

Justice-Involved

Reward redemption

notification

Reward availability
alert

Benefits reward
notification

Milestone reward
delivery

Recognition reward

alert

Program completion

reward

Low (no
clinical data)

Medium
(population
identifier)

Medium (plan
identifier)

High
(condition
identifier)

Low (no health
data)

High
(population
identifier)

Program
enrollment +
checkout opt-in

State program
consent +
checkout opt-in

Plan enrollment +
checkout opt-in

Clinical consent +
checkout opt-in

Employment
consent +

checkout opt-in

Program consent
+ checkout opt-in

TCPA, ACA non-discrimination

TCPA, Anti-Kickback, state health
data

TCPA, CMS marketing rules

TCPA, 42 CFR Part 2, state MH laws

TCPA, state employment law

TCPA, state privacy, CJIS if
applicable

Regulatory requirements vary by program structure, participant population, and jurisdiction. Programs serving Medicaid,
Medicare, or behavioral health populations should conduct a program-specific compliance review with qualified counsel

before enabling SMS.

Two-Layer Consent Architecture

Best practice for health program SMS is a two-layer consent framework, with each layer owned by the party

that controls it:

e Layer 1 — Program Enrollment (Client): The program operator captures primary SMS consent at
enrollment, including TCPA-compliant prior express consent language, mobile number collection, and
program disclosure.

e Layer 2 — Checkout Opt-In (Platform): The rewards platform presents a secondary opt-in checkbox
(unchecked by default) at the point of redemption, with the client's approved disclosure text. Participant must

affirmatively check the box to elect SMS. No box checked = no SMS sent.

» Defense value: Two documented layers of consent, each maintained by the responsible party, provide a
significantly stronger TCPA defense than a single consent capture at enrollment.
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SECTION 2

Regulatory Framework: HIPAA, TCPA & State Law

The three regulatory layers governing SMS in health incentive programs

HIPAA Security Rule — Transmission Security

The HIPAA Security Rule at 45 CFR 8§ 164.312(e)(1) requires covered entities and business associates to
implement technical security measures to guard against unauthorized access to ePHI transmitted over
electronic communications networks. The encryption specification at § 164.312(e)(2)(ii) requires a mechanism
to encrypt ePHI whenever deemed appropriate.

Standard SMS fails this requirement. SMS transmits data in plain text over carrier networks without end-to-end
encryption. Mobile carriers retain unencrypted copies of message traffic. Messages cannot be recalled,
remotely wiped, or access-controlled once delivered.

HHS Guidance: OCR FAQ 2006

HHS's Office for Civil Rights directly addressed electronic transmission of ePHI. The guidance states that
covered entities must: (1) assess their use of open networks, (2) identify available means to protect ePHI in
transit, (3) select a solution, and (4) document the decision. The guidance concludes that ePHI may be sent
over open networks "as long as it is adequately protected.” Standard SMS over carrier networks provides no
such protection.

Breach Notification Safe Harbor

Under 45 CFR § 164.402, PHI that is encrypted using NIST FIPS 140-2 validated processes is not "unsecured
PHI" — meaning an unauthorized access does not trigger breach natification. Standard SMS does not use
FIPS 140-2 encryption. Any PHI in an SMS message is unsecured PHI, and any interception triggers the full
breach notification cascade: individual notification, HHS notification, and media notification for 500+ individuals.

HIPAA does not ban SMS. It requires adequate protection for PHI in transit. Standard SMS cannot
provide that protection. The solution: ensure the SMS contains no PHI.

TCPA — The Financial Risk

The Telephone Consumer Protection Act (47 U.S.C. § 227) is the primary litigation risk for SMS in health
programs. TCPA exposure, not HIPAA, is where the financial damage occurs.

Prior Express Required before sending non-emergency texts to $500 per violation; $1,500 for willful
Consent a mobile number
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Sender Identification Every message must identify the sender FCC enforcement + private right of action

Opt-Out Mechanism Must honor STOP requests promptly $500-$1,500 per message sent after
opt-out

Do-Not-Call Registry No marketing texts to registered numbers $500-$1,500 per violation

Autodialer Rules Restrictions on automated/prerecorded messages Per-message statutory damages

TCPA statutory damages: $500 per violation, $1,500 for willful violations. No cap on aggregate
damages. Private right of action. 5,000 participants x $500 = $2.5M in a single class action.

State Mini-TCPA and Consumer Health Data Laws

Florida Fla. Stat. § 501.059 Prior express written consent for all $500/$1,500 per violation; private right of
automated texts action

Washingto My Health My Data Consent for collection/sharing of Program enrollment may be 'health data'
n Act consumer health data
lllinois 815 ILCS 305/ Telephone Solicitations Act May capture reward texts if ‘promotional’
Connecticu Public Act 23-56 Health data privacy with consent Consent for processing consumer health
t requirements data
Oklahoma Okla. Stat. tit. 15 8 Prior consent for automated texts $500 per violation

775B

This is not an exhaustive list. State SMS and health data privacy laws are evolving rapidly. Multi-state health programs
should conduct state-by-state analysis with qualified counsel. ADR provides infrastructure and compliance
documentation — not legal advice.

Cited Regulatory Sources

* 45 CFR § 164.312(e) — HIPAA Security Rule, Transmission Security standard
* HHS OCR FAQ 2006 — ePHI transmission over open networks (hhs.gov)

* 45 CFR § 164.402 — Breach Notification Rule, definition of unsecured PHI

* HHS Breach Notification Guidance — Encryption safe harbor (hhs.gov)

* 47 U.S.C. § 227 — Telephone Consumer Protection Act
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SECTION 3

SMS Architecture Selection Guide

Choosing the right infrastructure model for HIPAA-defensible SMS reward delivery

Three factors determine the right SMS architecture for a health incentive program: who owns the messaging
infrastructure, who is the "sender" under the TCPA, and where the compliance surface sits. Each model
distributes these responsibilities differently.

Model A — Client-Owned Messaging (Recommended)

Description The program operator maintains its own Twilio (or equivalent) account, executes its own BAA,
registers its own 10DLC campaign, and pays messaging costs directly. The rewards platform builds
a trigger integration that fires an API call to the client's messaging account upon a reward
redemption event.

Best For Health programs where the client is a HIPAA covered entity and wants to control the messaging
stack, consent chain, and sender identity. Most wellness, Medicaid, and employee benefits
programs.

Twilio (Restricted API Key or Sub-account), Vonage, MessageBird
Medium — client must manage Twilio account, BAA, and 10DLC

Model B — Vendor-Owned Messaging

Description The rewards platform owns the Twilio account, executes the BAA, registers the 10DLC campaign,
and passes messaging costs through to the client. The platform is the sender.

Best For Programs where the client lacks technical resources to manage a Twilio account or prefers turnkey
delivery. Higher compliance surface for the platform provider.
Platform-managed Twilio with downstream BAA to client's covered entity
Complexity Low — client provides consent; platform handles infrastructure
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Model C — HIPAA-Eligible Encrypted Messaging

All Digital Rewards

Description

Best For

Platforms

Complexity

Model D — No SMS (Email Only)

Description

Best For

Platforms

Complexity

Use a HIPAA-compliant secure messaging platform (e.g., TigerConnect, OhMD) instead of standard
SMS. Messages are encrypted end-to-end. Participants download an app or access a web portal.

TigerConnect, OhMD, Klara, Spruce Health

High — participant adoption of new app required

Standard email delivery infrastructure

None — no SMS-specific requirements

Architecture Decision Framework

If your situation is... Use this model Key consideration

HIPAA covered entity, want control of
messaging stack

Limited IT resources, prefer turnkey SMS
Need PHI in message body (clinical
details)

Email reach is sufficient; minimal SMS
value

Multi-state Medicaid with vulnerable
populations

Behavioral health with Part 2 records

© 2026 All Digital Rewards | alldigitalrewards.com

Model A — Client-Owned

Model B — Vendor-Owned

Model C — Encrypted

Model D — No SMS

Model A — Client-Owned

Model C — Encrypted

Programs that need to include PHI in the message body (e.g., clinical milestone details,
appointment reminders). Higher friction — requires app download or portal login.

Reward notifications delivered exclusively by email. No SMS channel, no TCPA exposure, no carrier
registration, no messaging infrastructure.

Programs where email reach is sufficient and the regulatory overhead of SMS is not justified.
Lowest risk, lowest reach.

Client manages Twilio BAA and 10DLC

Higher cost; vendor assumes compliance

surface

Requires participant app adoption

Zero TCPA exposure

State health data laws require client

control

42 CFR Part 2 may require encryption
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SECTION 4

SMS Readiness Checklist

25-point enterprise readiness scorecard — confirm before enabling SMS in any health incentive
program

ltems marked [0 are critical — programs that cannot satisfy these requirements should not enable SMS. A
program missing more than two 0 items should defer SMS enablement until the gaps are addressed.

HIPAA & PHI Handling

CRITICAL . N . . - -
m Message content is PHI-minimized — no health conditions, diagnoses, or clinical detail in SMS body O

CRITICAL

All sensitive content resides behind authenticated Marketplace link, not in the message [

CRITICAL

HIPAA-eligible messaging platform selected (if vendor-owned model) [

CRITICAL . . . .
m BAA executed with messaging vendor (Twilio or equivalent) O

STANDAR o . .
m PHI minimization documented in template governance policy

STANDAR

Template modification requires written approval from platform provider

TCPA Consent & Compliance

CRITICAL . . .
m Prior express consent captured at program enrollment with TCPA-compliant language O

CRITICAL . . . i . . .
m Secondary opt-in at point of redemption — unchecked by default, affirmative action required O

CRITICAL . . . .
m Opt-out mechanism (STOP) tested and functional in messaging platform O

STANDAR . s . .
o m Consent records retained with timestamp, IP address, and disclosure text version

CRITICAL . . .
m Consent language reviewed by qualified counsel for TCPA and applicable state law O

STANDAR

m Do-Not-Call Registry compliance confirmed for any marketing-adjacent messages

© 2026 All Digital Rewards | alldigitalrewards.com Page 8



The Enterprise Guide to HIPAA-Defensible SMS for Health Incentive Programs All Digital Rewards

Infrastructure & Carrier

CRITICAL . . .

m 10DLC campaign registered and approved by carrier O
CRITICAL . L ) . . . .

m Sender identification configured — compliant with carrier and TCPA requirements 0
STANDAR
CRITICAL

O
STANDAR
D

STANDAR
D

Restricted APl Key or Sub-account provisioned for platform integration (if client-owned)

API trigger integration tested in sandbox environment O

Credential rotation protocol established between client and platform provider

Dual-delivery (email + SMS) confirmed functional

Liability & Contractual

CRITICAL i I . .

m SMS-specific indemnification documented in governing agreement or change request [J
CRITICAL N . .

m Liability cap addressed — SMS claims appropriately carved out or separately capped O
STANDAR - . . .

m Integration liability boundary documented — trigger vs. delivery responsibility clear

STANDAR S . . . . L
m SMS channel termination right established — feature-level kill switch without terminating agreement

CRITICAL o . . . . .
m Directive-and-disclosure language documenting client's informed election to use SMS [

Data Quality & Operations

STANDAR
m Phone number data quality responsibility allocated to data controller

CRITICAL
- m Platform does not validate, scrub, or check phone numbers — responsibility documented 0

STANDAR

b m Opt-out suppression list ownership and location documented

0 = Critical requirement. Programs unable to satisfy starred items should defer SMS enablement until the gap is
addressed.

© 2026 All Digital Rewards | alldigitalrewards.com Page 9



The Enterprise Guide to HIPAA-Defensible SMS for Health Incentive Programs All Digital Rewards

SECTION 5

Implementation Roadmap

Four-phase deployment from consent design to production SMS enablement

SMS enablement is a compliance-first implementation, not a feature toggle. The four phases below reflect a
typical 4—6 week deployment for a client-owned messaging model (Model A). Timelines assume the client has
an existing Twilio account.

Phase 1: Consent & Compliance Design Weeks 1-2

Objective: Establish the consent framework, disclosure language, and compliance architecture before any technical work.
 Draft TCPA-compliant consent language for program enrollment (Layer 1)

« Draft checkout opt-in disclosure text for platform implementation (Layer 2)

« Conduct state law review for all states where participants reside

« Confirm PHI-minimized message template design — no health data in SMS body

« Execute BAA with messaging vendor (Twilio or equivalent)

* Document SMS scope limitation — transactional reward delivery only

 Legal review of consent language, disclosure text, and liability allocation

Phase 2: Infrastructure & Integration Weeks 2-3

Objective: Configure messaging infrastructure and build platform trigger integration.
« Configure HIPAA-eligible Twilio product and 10DLC carrier registration
 Provision Restricted API Key (send-only) for platform integration

 Build API trigger integration — redemption event initiates SMS call

* Implement checkout opt-in checkbox with client's approved disclosure text

« Configure sender identification in 10DLC registration

« Establish credential rotation protocol between client and platform

« Configure dual-delivery (email always on; SMS additive for opted-in participants)
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Phase 3: Testing & Validation Weeks 3—4

Objective: Validate end-to-end SMS delivery, consent capture, and opt-out handling in sandbox.
« Sandbox test: trigger integration fires correctly on redemption event

« Sandbox test: SMS delivered via client's Twilio account with correct template

» Sandbox test: dual-delivery confirmed (email + SMS for opted-in; email-only for non-opted-in)
» Sandbox test: opt-out (STOP) honored at messaging platform level

« Sandbox test: checkout opt-in checkbox renders correctly (unchecked by default)

« Client review and written approval of SMS templates

« Document test results and acceptance criteria completion

Phase 4: Production Enablement & Monitoring

Objective: Go-live with SMS and establish ongoing monitoring.

« Enable production SMS trigger integration

« Monitor initial SMS delivery rates, opt-in rates, and opt-out rates

« Confirm breach notification plan updated to include SMS channel

« Quarterly review of consent rates, opt-out trends, and compliance status
* Annual review of state law changes affecting SMS in health programs

« Template governance: review and re-approve templates at least annually

Stakeholder Engagement Matrix

Program Manager e Active e Active e Active e Active
Legal / Compliance e Active m Review m Review m Review
IT / Engineering m Review e Active e Active m Review
Privacy Officer e Active e Active m Review e Active
Platform Provider m Review e Active e Active e Active

e Active involvement required m Review/approval role
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SECTION 6

Quick-Reference Appendix

TCPA cheat sheet, architecture decision matrix, and SMS compliance glossary

TCPA Cheat Sheet — Health Program SMS

Transactional reward Prior express $500/violation Capture consent at enrollment + checkout
notification to consented consent opt-in

participant

Reward notification to N/A — prohibited $1,500/violation Honor STOP; suppress immediately
participant who opted out (willful)

Marketing text about new Prior express $500-$1,500/viol Separate marketing consent; not bundled
rewards program written consent ation with program enrollment

SMS to wrong/recycled N/A — no valid $500-$1,500/viol Client owns data quality; platform does not
number consent ation validate numbers

SMS after participant leaves N/A — consent $500-$1,500/viol Suppress on program exit; client manages
program expired ation participant lifecycle

This cheat sheet is a general reference only. TCPA requirements vary by message type, consent method, and
jurisdiction. Consult qualified counsel for program-specific guidance.

Glossary

© 2026 All Digital Rewards | alldigitalrewards.com Page 12



The Enterprise Guide to HIPAA-Defensible SMS for Health Incentive Programs

10DLC

BAA

ePHI

FIPS 140-2

HIPAA

OCR
PHI
PHI Minimization

Restricted APl Key

STOP Handling

TCPA

Two-Layer Consent

Unsecured PHI

All Digital Rewards

10-Digit Long Code — standard phone number format for business SMS. Requires carrier campaign
registration.

Business Associate Agreement — HIPAA-required contract between covered entity and business
associate governing PHI handling.

Electronic Protected Health Information — PHI in electronic form, subject to HIPAA Security Rule.

Federal Information Processing Standard for cryptographic modules — the encryption standard
referenced in HIPAA safe harbor.

Health Insurance Portability and Accountability Act — federal law governing privacy and security of
health information.

Office for Civil Rights — HHS division responsible for HIPAA enforcement.
Protected Health Information — individually identifiable health information subject to HIPAA.
Design principle: SMS contains no PHI; all sensitive content resides behind authenticated link.

Twilio credential type that grants only specified permissions (e.g., send-only). Prevents unauthorized
account access.

Carrier-standard opt-out mechanism. Participant replies STOP; messaging platform suppresses
future messages.

Telephone Consumer Protection Act — federal law governing automated calls and texts.
$500-$1,500 per violation.

Best-practice consent architecture: Layer 1 at program enrollment (client), Layer 2 at checkout opt-in
(platform).

PHI not encrypted to NIST FIPS 140-2 standards. Any unauthorized access triggers breach
notification.

Ready to add SMS to your health incentive program?

Request a platform demo at alldigitalrewards.com or contact your ADR account team.
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